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[bookmark: _Toc319912109]Introduction
The purpose of this document is to provide a set of deployment information for use during the initial SLEIS deployment, and as a reference following the implementation.
This deployment guide includes the following:
· SLEIS test and production environment information
· SLEIS deployment steps to properly install and configure the SLEIS database and web application, including the SSL certificate, and additional system configuration
· Public access approaches
· Backup and disaster recovery plan

[bookmark: _Toc507205284][bookmark: _Toc97778411][bookmark: _Toc319912110]
Environment Information
The following table outlines the development/test and production environment that the SLEIS application is deployed to at [your agency]. Complete this prior to beginning deployment of the application.
This is not required, but provides a reference during installation, and possibly during disaster recovery.
	Component
	Development/Test
	Production

	Database
	· Server: [server name]
· IP: [IP address]
· DB: [DB name]
	· Server: [server name]
· IP: [IP address]
· DB: [DB name]

	Web Server
	· Server: [server name]
· IP: [IP address]
	· Server: [server name]
· IP: [IP address

	Application
	· URL: [URL]
	· URL: [URL]
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The following sections outline the necessary steps to deploy the SLEIS database and Web application.
[bookmark: _Toc319912112]Install and Configure Database
Oracle
These steps outline the necessary actions to create and/or restore the SLEIS database for Oracle.
NOTE: This set of instructions assumes use of Enterprise Manager for some operations. Review the steps below, and modify your method and settings to meet your specific environment requirements/standards.
1. Copy the SLEIS backup (.dmp and log files) provided in the deployment package by Windsor to the physical drive on the target Oracle server.
2. Login as SYSDBA in Enterprise Manager.
3. Create a SLEIS TABLESPACE
a. The TABLESPACE name should be the same as the user/schema name that you’re importing.
b. Once the new TABLESPACE has been created you need to find the TABLESPACE in the tree.  Expand until you see the datafile.  Then check the box “Automatically extend datafile when full (AUTOEXTEND)”.
4. Create SLEIS user/schema:
a. Create a SLEIS user
b. Make sure that the default TABLESPACE for the new SLEIS user is changed to the new SLEIS TABLESPACE created in the step above.
c. Assign user roles
i. Connect – Automatic.
ii. Resource – Must be selected manually.
d. Give system privileges:
i. Grant “Select any dictionary”
1. Automatically gives “Unlimited Quota”
Note: Because SLEIS is a multi-year database, the recommendation is to name the database schema simply SLEIS (as documented above), or if using multiple staging environments on the same server, a naming convention such as SLEIS_DEV, SLEIS_TEST, SLEIS_PROD, etc. may be used.
5. Import the .dmp file:
a. Navigate to the directory where the .dmp file is located, and execute the Oracle “imp” command with the following parameters:
i. File=[XXXX.dmp]
ii. Log=[XXXX_exp.log]
iii. Fromuser=[dmp file’s user]
iv. Touser=[new schema user created]
v. Ignore=y
vi. Feedback=1000
vii. Show=y (will not actually import, will display DDL)
b. Hit enter and enter the username and password created for the new user.
c. Parse log file and resolve any errors that may have been encountered.
Example IMPORT command:
D:\<export path> imp file=SLEIS.dmp log=SLEIS.log fromuser=SLEIS touser=SLEIS Ignore=y feedback=1000
The following steps outline the setup of a user account to be used by the application for the SLEIS schema created above:
1. As SYSDBA Create SLEIS_APP user/schema:
a. Create a SLEIS_APP user/schema
b. Make sure that the default TABLESPACE for the new user is changed to the new SLEIS TABLESPACE created in the step above.
2. Grant CONNECT privilege only to SLEIS_APP. This user will be used by the web application for the database connection, and receives only the minimal privileges needed by the application.
3. Execute the script SLEIS_APP_Set_Default_Schema.SQL that was provided in the deployment package.
NOTE: If a different user/schema name than SLEIS and SLEIS_APP were created in the steps above, you will need to modify the script file to use the appropriate user/schema names.
4. Review and execute the script SLEIS_APP_Grants.SQL that was provided in the deployment package. 
NOTE: If a different user/schema name than SLEIS and SLEIS_APP were created in the steps above, you will need to modify the script file to use the appropriate user/schema names.
Note the credentials used for the SLEIS_APP user. This information will be required when configuring the application settings.
MS SQL Server
These steps outline the necessary actions to create and/or restore the SLEIS database for MS SQL Server:
1. Locate the SLEIS database on the target machine, creating the initial database if needed.
2. Copy the SLEIS backup file provided by Windsor to the physical drive on the target machine.
3. Use MS SQL Server Management Studio to restore the SLEIS database backup provided by Windsor to the target SLEIS database.
Note: Because SLEIS is a multi-year database, the recommendation is to name the database simply SLEIS, or if using multiple staging environments on the same server, a naming convention such as SLEIS_DEV, SLEIS_TEST, SLEIS_PROD, etc. may be used.
The following steps outline the security configuration for the above database:
1. Create, if one already does not exist, a SLEIS application user: sleis_app
a. Add sleis_app user to the SLEIS database
b. Set Default Schema setting to dbo
c. Set Data role membership to db_datareader, db_datawriter, and db_executor
2. It is recommended that a read-only user account also be created for reporting purposes. Create a SLEIS reporting user: sleis_reader
a. Add sleis_reader user to the SLEIS database
b. Set Default Schema setting to dbo
c. Set Data role membership to db_datareader
Note: As an alternative to a generic reporting account, specific named domain (e.g., windsor\bsmith) accounts could be added to the SLEIS database, and trusted authentication used. Settings for the Default Schema and Data role membership would be the same as the sleis_reader user described above.
3. It is recommended that an administrative user account also be created for application administration and configuration purposes. Create a SLEIS administrative user: sleis_admin
a. Add sleis_admin user to the SLEIS database
b. Set Default Schema setting to dbo
c. Set Data role membership to db_datareader, db_datawriter, and db_executor
Note: As an alternative to a generic administrative account, specific named domain (e.g., windsor\bsmith) account(s) could be added to the SLEIS database, and trusted authentication used. Settings for the Default Schema and Data role membership would be the same as the sleis_admin user described above.
Note the credentials used for the sleis_app user. This information will be required when configuring the application settings.
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This section focuses on the deployment of the SLEIS Web application. The assumption is made that the SLEIS deployment directory has already been created on an IIS server that meets the hardware/software requirements defined in the SLEIS Technical Architecture document, particularly that:
· ASP .NET 4.0 is installed
· ASP .NET MVC 3.0 is installed
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=1491#system-requirements 
For purposes of clarity, the SLEIS directory will be referred to as [SLEIS_HOME] throughout the remainder of this deployment guide. The location of this directory is not important, but a typical place to put it is in the C:\inetpub\wwwroot directory.  
Configuration
1. Using the provided SLEIS_APPLICATION.ZIP file provided by Windsor, unzip the application file into the [SLEIS_HOME] directory.
2. If using IIS 6 follow these next steps.  If using IIS 7 skip to step 3
a. In IIS Manager, expand the local computer node (which might be indicated by your computer name), expand Web Sites, and then click Default Web Site.
b. On the Action menu, click New, and then click Virtual Directory.
c. In the Virtual Directory Creation Wizard, click Next.
d. In the Alias text box, type a value for the application URL, such as SLEIS. This value is used to access the application in a URL.
e. In the Path box, type the physical directory that you created for [SLEIS_HOME], and then click Next. Alternatively, you can click the Browse button to browse to your directory.
f. On the Access Permissions page, make sure that the Read and Run scripts check boxes are selected, and then click Next.
Security Note: Read and Run are the only permissions that are required to run ASP and ASP.NET pages. It is recommended that you use the minimum necessary permissions to allow clients to view your Web site. For more information, see Securing Sites with Web Site Permissions in the IIS Operations Guide.
g. Click Finish.
Note: Typically sites should run just fine by browsing to the default directory. However, on IIS6, depending on custom configurations, you might have to specify additional mapping instructions. Refer the Appendix, Creating a Wilcard Sript Map section. 
3. Using IIS 7
a. Open IIS Manager. 
b. In the Connections pane, expand the Sites node.
c. Right-click the site for which you want to create an application, and click Add Application.
d. In the Alias text box, type a value for the application URL, such as SLEIS. This value is used to access the application in a URL.
e. Click Select if you want to select a different application pool than the one listed in the Application pool box. In the Select Application Pool dialog box, select an application pool from the Application pool list and then click OK. For SLEIS, make sure the Application pool that you select is running .NET 4.0 in Classic mode.
f. In the Physical path text box, type the physical path of the [SLEIS_HOME] folder, or click the browse button (...) to navigate the file system to find the folder.
g. Optionally, click Connect as to specify credentials that have permission to access the physical path. If you do not use specific credentials, select the Application user (pass-thru authentication) option on the Connect As dialog box.
h. Click OK.
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SLEIS utilizes an SSL certificate for the electronic signature and copy of record generation of SLEIS (the CROMERR "module").
Obtaining an SSL Certificate
An SSL certificate will need to be purchased by each agency using the SLEIS application, or if an agency already has an SSL certificate, they can use it for SLEIS if:
· You are able and willing to use the same domain that an existing SSL certificate is registered for. For example, www.example.com/sleis would be a valid domain if the domain registered was 'www.example.com'. You could not use sleis.example.com since that is a separate domain than www.example.com.
· You have an existing Wild Card SSL certificate which allows for using multiple sub-domains. For example, *.example.com. This would allow www.example.com and sleis.example.com to use the same SSL certificate.
If your agency is purchasing a new SSL certificate, here are some things to know:
· Two primary types of SSL - Standard and Extended Validation (EV). Both work the same, except EV usually colors the address bar green so users feel more secure. There are also more hoops to jump through to get an EV type certificate, as the selling company will validate the company/agency making the purchase, versus just being the owner of the domain when purchasing a standard SSL certificate. EV usually carries higher warranty coverage due to losses if a certificate was to fail or get 'hacked'.
· Certificates will range in price depending on the vendor.  EV is generally more expensive due to the more extensive validation process.  Any SSL vendor will work.
· We recommend GoDaddy. They offer great certificates at a great price.  http://www.godaddy.com/ssl/ssl-certificates.aspx?ci=22081. Feel free to check out other vendors though, such as GeoTrust, VeriSign, etc.
In order to purchase an SSL, you will need to begin an SSL Certificate request on your web server. 
For IIS 6, follow these steps:
1. Start the IIS Manager
2. Double-click the server name so that you see all of the Web sites. In IIS 6, expand Web Sites.
3. Right-click the Web site on which you want to install the certificate, and then click Properties.
4. Click the Directory Security tab, and then click Server Certificate under Secure Communications to start the Web Server Certificate Wizard.
5. Click Next
6. Select Create a new certificate and click Next.
7. Select Prepare the request now, but send it later and click Next.
8. Type a name for the certificate. You may want to match the certificate name to the name of the Web site. Now, select a bit length; the higher the bit length, the stronger the certificate encryption. 
9. Type your organization name and the organizational unit (for example, MyWeb and Development Dept), and click Next.
10. Type either the fully qualified domain name (FQDN) or the server name as the common name. If you are creating a certificate that will be used over the Internet, it is preferable to use a FQDN (for example, www.MyWeb.com). Click Next.
11. Enter your location information, and then click Next.
12. Type the path and file name to save the certificate information to, and click Next to continue.
Note If you type anything other than the default location and file name, be sure to note the name and location you choose, because you will have to access this file in later steps.
13. Verify the information that you have typed, and then click Next to complete the process and create the certificate request.
14. Take the generated request to your SSL vendor and purchase the SSL.  Once complete, you will be given a SSL certificate back from your chosen vendor
For IIS 7, follow these steps:
1. Open Internet Information Services (IIS) Manager
2. In the IIS Manager, choose your server name
3. In the Features pane (the middle pane), double-click the Server Certificates option located under the Security heading.
4. You might notice certificates already installed on the server. To begin the process of requesting a new certificate, from the Actions pane, choose the Create Certificate Request option.
5. The first screen of the wizard asks for details regarding the new site. The common name should match the fully-qualified domain name for the site.  For example, www.sleis.com, sleis.[your domain].com, etc. Otherwise, provide information about your site, making sure to spell out the name of your state. 
6. Click Next to continue.
7. The next screen of the wizard asks you to choose cryptography options. The default, Microsoft RSA SChannel Cryptography Provider is fine. A key length of 1,024 bits is the default option and is fine as well
8. Click Next to continue.
9. Finally, provide a filename to which to save the certificate request. You will need the contents of this file in the next step, so make sure you know where to find it. 	
Installation of SSL Certificate
For IIS 6, follow these steps:
1. Open the Internet Services Manager and expand the server name so that you can view the Web sites.

2. Right-click the Web site for which you created the certificate request and click Properties.

3. Click the Directory Security tab. Under Secure Communications, click Server Certificate. This starts the Certificate Installation Wizard. Click Next to continue.

4. Select Process the pending request and install the certificate and click Next.

5. Type the location of the certificate that you downloaded in the "Issue and download a certificate" section, then click Next. The Wizard displays the Certificate Summary. Verify that the information is correct, then click Next to continue.

6. Click Finish to complete the process.

For IIS 7, follow these steps:
1. Open Internet Information Services (IIS) Manager.
2. Click on the server name.
3. From the center menu, double-click the Server Certificates button in the Security section (near the bottom of the menu).
4. From the Actions menu (on the right), click on Complete Certificate Request. This will open the Complete Certificate Request wizard.
5. Browse to the “yoursite.cer” file that was provided to you by your SSL Vendor. You will then be required to enter a friendly name. The friendly name is not part of the certificate itself, but is used by the server administrator to easily distinguish the certificate.
6. Clicking OK will install the certificate to the server.
Note: There is a known issue in IIS 7 giving the following error: "Cannot find the certificate request associated with this certificate file. A certificate request must be completed on the computer where it was created."
You may also receive a message stating "ASN1 bad tag value met".
If this is the same server that you generated the CSR on then, in most cases, the certificate is actually installed. Simply cancel the dialog and press F5 to refresh the list of server certificates. If the new certificate is now in the list, you can continue with the next step. If it is not in the list, you will need to reissue your certificate using a new CSR. You will have to follow instructions or contact your SSL vendor on how to re-issue a new certificate.  Once the SSL certificate has been successfully installed to the server, you will need to assign that certificate to the appropriate website using IIS Manager.
7. From the Connections menu in the main Internet Information Services (IIS) Manager window, select the name of the server to which the certificate was installed.
8. Under Sites, select the site to be secured with SSL.
9. From the Actions menu (on the right), click on Bindings. This will open the Site Bindings window.
10. In the Site Bindings window, click Add... This will open the Add Site Binding window.
11. Under Type choose https. The IP address should be the IP address of the site or All Unassigned, and the port over which traffic will be secured by SSL is usually 443. The SSL Certificate field should specify the certificate that was installed in step 6.
12. Click OK.
13. Your SSL certificate is now installed, and the website configured to accept secure connections.
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While there are a variety of methods to provide external access to the SLEIS application, there were two primary methods identified through Windsor’s meetings with each agency’s technical staff. The most common solution identified was the Internal Network-Centric Deployment described below.
Each agency will be responsible for determining, and implementing, their method for providing external access to public users. Windsor will provide technical assistance, as needed. 
Internal Network-Centric Deployment
In this deployment only the external Web Server is deployed in the DMZ. An internal Web Server is utilized to provide access to the internal resources. The Public application resides in the DMZ, while the Database Server and the Agency application reside on the internal network.


DMZ-Centric Deployment
In this deployment, both the Web and Database Servers are deployed in the DMZ. All of the logical components of the SLEIS application are deployed on the Web Server and can be accessed by internal resources by either internal firewall mapping or external access similar to the public users. Both the Public and Agency applications are accessed in the DMZ.
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Application configuration is accomplished through both the database and a set of configuration files located within the application’s file structure. Refer to the document SLEIS_Configuration_Guide.doc for a detailed description of the configuration items available to SLEIS.
An effort was made to pre-configure all non-environment specific configuration items. Configuration items specific to your environment will need to be updated. Some of the common environment settings you will likely need to initially modify include:
In [SLEIS_HOME]\Config\Deployment.Config file:
· Application Settings
· app.base.url
· Database Configuration Settings
· Node Connection Settings
· PDF Settings
· app.doc.report.sig.pass:  The password that is used for the PDF signature process.  It utilizes a PFX certificate that is password protected, which in turn encrypts the signature.  Agencies can generate their own PFX certificate, and save it to the location specified in the app.doc.report.sig.cert setting.

A good tutorial on generating PFX certificates is located at:  http://msdn.microsoft.com/en-us/library/ff699202.aspx

Omit steps 8 and 9 though.  Instead the user will locate the newly created PFX file and place it into the Content/Key folder, and then make sure to reference it via the app.doc.report.sig.cert setting. Refer to the SLEIS Configuration Guide PDF Settings section.
· Application Security
· security.key: This is the “salt” used to make encrypted data more complex.  By adding the salt, we reduce the likelihood of dictionary attacks. For example, when a user creates a password (e.g., “password1234”), SLEIS appends the salt, which results in something like “password1234[SaltedPassword]”. The “new” password then gets hashed. If this value ever gets changed after deployment it would result in hashing that does not equal something that was hashed with the old salt.
This value cannot be changed once the application is in use. 
· SMTP Settings
· Email Settings
· email.feedback.to
Other Settings
· In your SLEIS database, update the SEC_USER.USER_NAME value for SEC_USER_ID = 1 from the current temporary value to a valid internal mail account. This account is used when the current user’s ID is either unknown or irrelevant, and/or the system is performing an action as this system user.
· If used, modify the default registration form templates (MS Word document) to suit your agency needs/requirements. Refer to the form.url.path setting in the SLEIS_Configuration_Guide.doc for the location of these template files.
· Electronic Signature Acknowledgements
· In the [SLEIS_HOME]\Config\Controller.Config file, under the AgreementQuestions property, the default list of electronic signature acknowledgements is defined. As needed, add or remove values in the list that an electronic signatory must “check-off” during the electronic submission and signature process.



[bookmark: _Toc319912117]Backup and Disaster Recovery 
The disaster recovery plan for SLEIS is no different than any other Web-based application storing its state in the database:
· Keep at least a daily  backup of the SLEIS database
· Take a one-time backup of the application and configuration files after production deployment and a full/incremental backup after any changes/updates to the application or application configuration files.
Since the application server does not store any state, simply restoring the original, or most recent, version of the application to the Web server and connecting it to the restored database will provide the most efficient disaster recovery approach.

Hosting of both database server and Web application server from the same physical machine in production environments is not ideal, but will be fine. Separating the web server from the database server is mainly for scalability reasons, and the time investment (relatively minor) needed in decoupling such a deployment at a latter late should it be required. The SLEIS application is compatible with either architecture.
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[bookmark: _Toc319912119]Creating a Wildcard Script
The following instructions were taken from:
http://www.asp.net/mvc/tutorials/older-versions/deployment/using-asp-net-mvc-with-different-versions-of-iis-cs

If you don't want to modify the URLs for your ASP.NET MVC application, and you have access to your web server, then you have an additional option. You can create a wildcard script map that maps all requests to the web server to the ASP.NET framework. That way, you can use the default ASP.NET MVC route table with IIS 7.0 (in classic mode) or IIS 6.0.
Be aware that this option causes IIS to intercept every request made against the web server. This includes requests for images, classic ASP pages, and HTML pages. Therefore, enabling a wildcard script map to ASP.NET does have performance implications.
Here's how you enable a wildcard script map for IIS 7.0:
1. Select your application in the Connections window
2. Make sure that the Features view is selected
3. Double-click the Handler Mappings button
4. Click the Add Wildcard Script Map link (see Figure 3)
5. Enter the path to the aspnet_isapi.dll file (You can copy this path from the PageHandlerFactory script map)
6. Enter the name MVC
7. Click the OK button

Figure 3: Creating a wildcard script map with IIS 7.0(Click to view full-size image)

Follow these steps to create a wildcard script map with IIS 6.0:
1. Right-click a website and select Properties
2. Select the Home Directory tab
3. Click the Configuration button
4. Select the Mappings tab
5. Click the Insert button (see Figure 4)
6. Paste the path to the aspnet_isapi.dll into the Executable field (you can copy this path from the script map for .aspx files)
7. Uncheck the checkbox labeled Verify that file exists
8. Click the OK button

Figure 4: Creating a wildcard script map with IIS 6.0(Click to view full-size image)
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